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The article discusses the issue of the Security of Information Systems
Q_ in organizations (further only SIS). The first part of the paper provides
Bl =
| —

= =5« an analysis of several analytical tools that are most frequently used in
fﬁm“% the evaluation of Information Systems Security (further only ISS).

These instruments are then analyzed and their principles are
described. In conclusion a comparison is the of advantages and disadvantages of each
tool, with the emphasis on their use and application possibilities.

Introduction

The issue of security is a very important branch in today’s society. In most
organizations, information systems represent an important area that has a direct
impact on management processes within them. For this reason, the information
managed by the information system organization and high value, and safety is
therefore the subject of current interest of the private and the public spheres. Safety
must be viewed as a whole consist of partial sub-areas, that solve various problems.
An Information system consists of several levels, in which the safety and risk areas
must be addressed.

The analysis and evaluation of the SIS use several major analytical tools, for instance
CRAMM, Octave or Mehari. Each of these instruments is based on a different principle
and its application is thus limited to a certain type. There are also other methods in
addition to those well-established analytical tools, and which can also benefit from
their being combine to contribute to more effective solve resolution of a particular
problem. Mathematical and statistical methods can be used as possible alternatives in
particular, methods of a quantitative nature are used to analyze a given system, and
the results can be interpreted by a numerical expression. [12]

In this article the focus is on the analysis and comparison of analytical tools and
methods of analytical tools and methods. These are analyzed in terms of their software
design, construction and usage possibilities.

1. CRAMM

The CRAMM risk analysis software tool is one of the most frequently used tools. It
based on gathering information about the being analysed system, performing
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calculations and the quantifying the value of assets and devising subsequent
countermeasures. The main advantages of such analytical instruments can be
classified set countermeasures whose recommendations cover all aspects all safety
aspects ( ie. IT, communications, personnel etc.). Moreover, after the calculation of
risk, those countermeasures which are best suited for the given area will be
automatically selected. The disadvantages include the purchase price of the tool,
which is used by an average of several hundred thousand trained users and costs tens
of thousands of crowns. [8]

In the first phase an assessment is made using the CRAMM tools of the relative
information, software and hardware components, as well as the estimated damage in
the event of any disruption of assets. The second step is to assess the risks, including
their identification as well as the determination of the probability of threats,
vulnerabilities and risk calculations. The system is estimated using the CRAMM tool is
depicted below (Fig. 1). “Clear Risk”, is regardless of the introduction of a system of
checks. The final phase focuses on the design of measures against the risk of a
comparison of the recommended and current measures. The algorithm expressing
risks and a description of its individual parts, is expressed in Fig. 1
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Fig. 1 algorithm in the risk analysis tool CRAMM [10]
1.1 Initiation ratings

The begin with, an assessment is made using meetings, interviews and structured
questionnaires to obtain and collect the data. In the initial phase it is important to set
goals, scope and boundaries of the research, and the time schedules as well as the
identification of the respondents. [13,10]

1.2 Input data values

Determining the value of an asset is the main problem in identifying risks and security
levels. There are three types of assets that constitute such information, data,
application software, and physical assets. Valuation of the assets is consider
sometimes speculative activity because it depends on who and where your own assets
are. The CRAMM assessor conducts an interview with the owners of the data whose
objective is to determine the true value of the data. This part of the assessment is
more difficult because of the determination of the data and it owners. Evaluators can
also request more detailed information for estimates that are important in the
evaluation process. [13,10]

The Value Data is derived from the effects of a breach of confidentiality, integrity,
availability and the generally accepted principles of Information Security.
Interviewees describe scenarios worst-case impacts of the possible consequences in
case of the unavailability of the data. This statement is available in several time-
frames (eg. less than 15 minutes and more than 2 months). Furthermore, attention is
focused on the destruction or modification of data. This approach, however, is deemed
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insufficient, because the worst case scenario may not be very likely in the real world.
[13,10]

1.3. Selected threats

In addition to determining the value of assets another key element the assessment is
to determine the level of threats and vulnerabilities. Threats and vulnerabilities are
analyzed in selected groups of assets that are inserted into timeframes. The CRAMM
analysis tool has predefined panels, threat / group assets and combination of threat /
impact. The assessment of any threat in each group would be too exhausting and so
the assessor selects the appropriate threats and assets according to customer
needs.[1]

There are two ways to assess vulnerabilities and threats either. It is a “full” or “fast”
method of risk assessment. For a “full” way of risk assess, it usually recommended
that threats and vulnerabilities are identified by means of questions and structured
questionnaires. The data is then entered into the CRAMM tool, which performs a
calculation of the risk. The expression levels of risk takes place on a five point scale
(wherel is a negligible risk, and 5 indicates the highest degree of risk). [13,1]

A well prepared and experienced assessor may also use the “fast” risk assessment
method. In this case, this means the level of threats and vulnerabilities embedded
directly into the system with a rating guide. The results have a higher priority than
when using the results from questionnaires. The quantitative approach, which is
preferred in this process, may be the only option, because on the basis of accurate
data from the statistics, one can predict the exact estimates. [13]

1.4 Risk analysis

The CRAMM analysis tool allows one to calculate the risk for each class of assets. The
expression of the risk is expressed on a scale of 1 to 7 using a risk matrix. On this
scale, 1 is defined as basic security and 7 represents high safety requirements. The
system allows one to generate a report of the results that can then be passed on to the
management of the organization. The findings of the report should be reviewed in
light of its assets and their vulnerability. [13,9]

1.5 Risk management

Based on the results of the risk analysis process, countermeasures, which are
necessary to reduce or eliminate risks are created. The recommended security
measures should then be compared with existing countermeasures. The CRAMM
analytical tool offers almost 4,000 countermeasures, which are sorted into groups and
subgroups that have the same security aspect, e. g. like hardware, software,
communications and the personnel environment. Any countermeasure is identified
security levels, ranging from 1 (very poor) to 7 (very high). The security level is
selected according to the degree of risk. [13,3]

2. Octave

Octave is an analytical tool whose goal is a comprehensive evaluation of information
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risks. Octave allows the connection of key risk management departments and the
support of an enterprise’s business interests. This organizations needs to get the most
relevant information regarding its business, operation, information technology
department and the security department. Information Security Risks can only be
controlled if there is a Strategic Risk Management plan in accordance with the
business plans of the organization. The main benefit of the Octave methodology is its
broad focus, because when the risk assessment is analyzed a large number of
organizational units and their staff throughout the organization are identified, so one
can get a comprehensive overview of the risks. The main drawback is the absence of a
software tool that would an easier and quicker applicability. Instead Excel
spreadsheets are used, but they can not replace the experience a quality presentation
of results; and working with them is much slower. [8,2]

Octave is designed so that it can be adapted to the environment of the organization.
This option can be seen as a major advantage of this method in most organizations
that use this method, since it can therefore be adapted to their own environment. The
individual phases of a system security assessment are shown in the diagram below.
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Fig. 2 The Octave Three Phase methodology

The Octave analysis tool performs an analysis and assessment of the information risks
in three phases. In the first phase, the analytical team identifies important information
relating to the assets and the current strategy for protecting these assets. The team
then determines which of these assets is (most) important for the functioning of the
organization. In the second phase the team of analysis evaluate the information
structure and to supplement threat analysis, performed in the previous step. At this
stage it is also necessary to notify the management concerned of potential impacts. In
the third phase the team perform a risk identification analysis and prepares a plan for
any reducing risks to critical assets. [14]

3. Mehari

The main aim of this tool is to provide the necessary support for staff in the
organization’s information security team. This support is implemented with the tools
that are involved in the development of managerial activities and there by assisting in
management goals. Mehari tries to offer tools that are able to support all of the assets,
activities and processes that affect the security of an organization. Risk Management
is realized through operational and managerial activities. One of the the advantages of
this methodology may include a knowledge base that includes all of the safety
procedures and their importance, and the corresponding risk. From this knowledge
base, then the entire security framework of the organization. As the weaknesses
climb, this indicates a certain incompleteness of information security solutions, as well
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as in the Octave methodology, it thus lacks a quality software tool. [8]
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Fig. 3 Example of calculating risk in business processes using the Mehari’s tool [11]
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Fig. 4 Example of calculating risk for structural components in the Mehari IS tool [11]

The Mehari tool includes several modules that are used for the analysis and
assessment of the security situation of the system. These modules are divided into the
following areas:

- Risk Analysis,

- A safety evaluation,
- Analysis,

- Scale Disorders.

3.1 Risk analysis

Risk analysis is provided for as a “driving force” in each safety publication. However,
in most cases it is not recommended, which risk analysis methods should be used. The
Mehari provides an analytical tool that has long been a structured approach based on
simple principles. [5] A risk situation can be characterized by the following factors:

- Structural or organizational factors that do not depend on security measures, but on the
main activities of the organization, its environment and context,

- To reduce the risk factors that are a direct function of the implemented security
measures.

Through risk analysis, one can determine maximum level of the severity of the
consequences of risky situations. This is typically a structural factor, while the
security assessment will be used to evaluate the risk reduction factors. The Mehari
tool allows both a quantitative and a qualitative assessment of these factors and helps
in assessing the level of risk and in achieving the desired results. At the same time,
Mehari also integrates tools (e.g. assessment criteria and formulas) and knowledge-
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base (particularly for diagnosing security measures), which is a complement to the
ISO /IEC 27005 [15]

3.2 Safety evaluation

The Mehari tool also allows the integration of diagnostic questionnaires relating to the
security controls, which enable a high-quality evaluation of the level mechanisms and
the solutions aimed at reducing the risk. [15]

3.3 Analysis

Security is also all about protecting property. Regardless of how security policy is
oriented, there is always one common principle upon which all managers agree. There
must be a balance between investments in security and the company’s assets. The aim
of the assets safety analysis is to answer the following question: What could happen
and if it happens, will it be serious? The Mehari modules also provides an analysis of
assets which delivers results in the form of:

- Value scale defects,
. Classification of information and IT resources. [15]

3.4 Scale disorders

Identifying faults and potential risk events start with the company’s activities and is
aimed at identifying potential failures in production processes. This will result in:

- A description of possible types of errors,

- A definition of the parameters that affect the severity of individual failures,

- An assessment of the critical thresholds for those parameters that determine the severity
of the disorder. [6]

The use of Mehari’s analytical tools

The main focus of Mehari tolls is on risk assessment and reduction. The relevant
knowledge base, mechanisms and tools are developed for this purpose. Corporate
managers can use this tool as:

- A permanent working method and workgroup guide,
- A working method used in parallel with other security management practices,
- A working method, used only to supplement other work methods.

Given these facts, the Mehari tool contains a large number of methods and procedures
that enable a risk analysis to be performied, if so needed. These are of course, the
aforementioned knowledge base, manuals and guides that, describe the various
modules. These modules (i. e. assets, risks, vulnerabilities) are designed for people
who issue the decisions in the security of information systems. [15]

Discussion

Given the wide scope of the security issues field, the CRAMM, Mehari and Octave
tools are some the various analytical tools used for establishing certain boundaries
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that determine their possible applications. One of the most common tools is the
CRAMM tool, although its cost is the highest of the three. This is mainly because it has
quality software design, and a fairly wide range of functions. These features allow
quick and easy decisions. The Mehari is the second most-widely used tool, although it
is not as good as the CRAMM software support. However it includes several modules
that facilitate a better grasp of the issues.

The overall risk analysis algorithm is more systematized. In the last-mentioned tool
which is Octave. Octave is the least used because it lacks quality software design.
Analysis and evaluation of risks only takes place in an Excel environment and thus
decision-making outputs are not very well-prepared. It has therefore been concluded
that the software performance of analysis tools is an important factor in determing
their usefulness. Without high-quality computer performance, one can-not obtain
outcomes that could be presented such that decision-making for analytical tools users
is as easy and accurate as possible. [16,7]

Conclusion

The aim of this article was to show the possibilities of using selected quantitative and
qualitative tools and methods that can be used to evaluate the security of information
systems in an organization. In many cases, these methods can be used as an additional
alternative for existing analytical instruments. This step can broaden the scope of an
investigation that may yield better results. Given the importance of information
systems and their safety, this issue is under constant development. We can thus
predict a certain level of development in these tools and methods due to new threats
that will appear in the future. It should therefore be a combination of these tools and
methods, one of the ways to identify these new threats and to propose timely
measures. These steps should be implemented due to the type and degree of threat for
the information system.
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